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Introduction

Many of us live, work and travel alone. Sometimes we just wish we could let
somebody know where we are and sometimes when we land into a crisis, we wish we
could just press a button and send a SOS message for help.

MySpot SOS is just for that.

The product comes integrated with the phantomeye.com website. All location data
that you generate is stored there in your phantomeye login. MySpot SOS uses the
notification system of phantomeye.com to translate an emergency messageudrom
phone to a broadcast message to all those on your Friends / Supervisors list. We will
not get into all the features of MySpot SOS and phantomeye just yet.

This help file shows how to set-up the cell phone myspot.sis application.

The myspot.sis is a Symbian Series BGedition program that uses the GPS

capabilities of phones like Nokia 6110 and Nokia N95. The most current list of
phones is on th&ww.phantomeye.comwebsite.

This program makes it possible to use the phone as a duress device and location
notification system via the phantomeye.com web based tracking system. The MySpot
SOS system is sold as a complete client (myspot.sis application) and the backend
(phantomeye.com) system integrated as a simple to use do-it-yourself softwar

Your privacy is protected as you decided when to send out your location and only
SOS messages are broadcast to your friends / supervisors, all other location bread
crumbs are stored in your web login.

Pre-Requisites

You must have an account on phantomeye.com. It is free to open an account and you
may do so by going to www.phantomeye.com and click on the REGISTER button. To
get you started we provide 20 FREE credits to test the features of the application.

You must have a Nokia 6110 or Nokia N95 phone or phones listed on the
phantomeye.com website.

This program makes use of GPRS data. You must have a GPRS enabled SIM card to

run the myspot application.

Downloading the cell phone application
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You‘;n'ay directly download the phone application to your phone from the website
link or download it to your PC and copy to phone via BlueTooth or USB. Please find
details on the gps.phantomeye.com website.

Installation
Once the software (myspot.sis) is copied over to your cell phone — click and follow

instructions to install.

Once the application is installed follow the steps below to setup.

Step

1

Screen

=
J)
PhantomEye

Remarks

Upon a successful install you will find

the PhantomEye folder. This contains

the myspot and sos application.

Upon opening the folder you will find

the MySpot and SOS applications. The

MySpot application is the main
application and all settings and setup
are preformed within the MySpot
application. The SOS is a part of the
MySpot application and will send a
SOS signal to phantomeye.com each
time the SOS application is started.

The SOS sends your last location as
provided by MySpot. If MySpot is not

running at the time of sending the SQS,
the SOS application uses the last know

location if it cannot calculate the GP$

location in 5 seconds after pressing @
the SOS button
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Application NOT registered/requires
a private key,

To Reqgister go to phantomeye.com
and create 3 user account. Then go
to SETUP = Add GPS Lnit
IMEL: 254247011729171

Registration key: 2b7ded7a

Application NOT registered/requires
3 private ey,

To Reqgister go to phantomeye.com
and create 3 user account. Then go
to SETUR = Add GPS Unit
IMEL: 3542470117729171

Add private key

L S——

Click open the myspot application to
find the following screen.

Now you are required to access the
internet and go to your phantomey.cq
web account to Add your cell phone
from a PC or from the web browser o
your cell phone.

If you have not opened your web
account go to gps.phantomeye.com
and click on Register to open one.

If you have an account log in from
www.phantomeye.co{Registered
users link } and go to SETUP > Add
GPS Unit

When you successfully add your cell
phone details to the web account on
phantomeye — a private key will be
generated.

Add this key to your Myspot
application on the mobile phone by
clicking the Options > Add private ke
menu.

After adding the private key the
application will close and you will
need to reopen the application.
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Application NOT registered/requires
3 private ey,

To Reqgister go to phantomeye.com
and create 3 user account. Then go
to SETUR = Add GPS Unit

Enter private key

123
83621662

Application NOT registered/requires
3 private ey,

This action will result ?
in deduction of 9
phantomEye credits, for

credit cost go to www.
phantomeye.com

The private key is 8 digits long and is
also available undehe DEVICE
CONFIG section of your
phantomeye.com website account.

In case you need to reinstall the
application on this cell phone again,
you just need to start from this step

onwards as the private key has already

been generated for your cell phone.

LOST YOUR PRIVATE KEY:
Log into your account on
phantomeye.com and then go to
DEVICE CONFIG. Private key is
available on the Config page

On starting the application for the firg
time you will get this warning screen.
As a new user you will have
phantomeye credits in your account .
Click Yes to Continue.

If you are reinstalling the application
this screen will not appear
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Select access point:

+ 0Optus Internet

© O0ptus MMS

& Optus Streaming
& OptusZoo

& OptusZoo WAP
& Video Streaming

Application NOT registered/requires
3 private ey,

To Reqister go to phanfomeye.com

and create 3 user account. Then go
to SETUR = Add GPS Unit

Verifying key ...

Upon pressing OK in step 5 above the

application will try to connect to
phantomeye to verify the key. The
screen on the left shows the pop-up

asking you to select the Internet Access

Point. The screen will be different for
different users in other countries and
networks.

If you are not sure and have never us
internet on your cell phone before —

ed

STOP. You may need to enable GPRS

data services on your mobile phone

and understand how much GPRS costs.

If you select the correct access point
for your network a box will pop up
trying to verify the key. At this point
you will also find a location entry in
your phantomeye.com web account.

Please ignore the location entry as it|is

just used for initialisation.
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PhantomEve

+E

505

X

Registration
successful, restart
the application

At this stage the Myspot application

has been verified by phantomeye. Yqu

now need to Setup the SOS
application.

Application NOT registered,

Tao Register go to phantomeye.com
and create a user account, Then go
to SETUP = Add GPS Unit

Enter private key
4123

83621662

Open the SOS application and enter
same key as you did for the myspot
application.

The application then verify the key an
the register the application just as in
the case for MySpot

If you have forgotten, what the private
key was go to the DEVICE CONFIG
section in your phantomeye web
account.

Both applications (Myspot / SOS )
are now registered but still a step
remains before you can send a
location or SOS

the

d

137
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Now start the Myspot application.
By default the GPS is switched on
when you start the application.

This behaviour can be changed via the
Connected Options > Settings.

Position age At this stage you need to do some
Mo position stored settings. Click on Options > Settings

Time location sent
Mo location sent

Connected

Send S0S

Stop GPS
Send current position

Send auto S0S

‘

Help
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12 | Add an emergency number , select the
Internet Access point and choose how
you want to use the GPS.

NOTE: If you keep the GPS always an,
the Myspot application upon startup
will automatically start the GPS.

If you shut down the Myspot
application the GPS will shut down.

13 For this tutorial we have kept the GP
state to ON Demand.

[92)

Please read the section on OPTIMUM
USE OF GPS in this help file.
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14

The GPS can be started / switched off
at any time from the menu.

Please not that these settings do not
have any affect on other applications
that are using the GPS .

You may use this application

simultaneously with the Navigation
application on the phone or any other
applications.

15

Once the GPS is connected, the status
will say so and the Position Age will
show how long ago was the latest GRS
fix made.

So in this case the position was 5
seconds old.
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16 Once you have the fix you can send
your current position, or the last saved
position (if you are in an area where |
is not possible to get a GPS signal)

[l

17 Send Auto SOS enables users to trigger
SOS after a specified time.

The user may leave the GPS on or
switch of the GPS to conserve battery
life.

If the GPS is off it will automatically
switch on 5 minutes before the SOS |s
sent.

8 seconds before sending the SOS the
application will beep.

The Auto SOS can be cancelled at any
time from the main menu.

At this point the Myspot application is all set and ready to use. Any positions sent will
also appear in your web account under LOCATION REPORTS

Set-up and Use of SOS Application

The SOS application does not have any user defined actions. The mere act of starting
the application triggers off a SOS message. The SOS application uses the same
settings as those of the Myspot application.
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The SOS can be triggered
a) From within the Myspot application (SOS menu option)
b) By Starting the SOS application
c) Or by assigning a phone key to the SOS application to send the SOS at the
press of a button. (Recommended Method for Nokia 6110)

Setting a dedicated key for SOS (For cell phones like Nokia 6110 that have a
dedicated key)

Step 1 Step 2

Step 3 Step 4
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Step 5 Step 6

After clicking ok the SOS
application can just be triggered
by a single button click.

On the Nokia 6110 navigator “My
Own Key” is on the left side of the
body next to MMC slot

To send SOS message just slide the
phone and click.

For phones like Nokia N95 that do not have a dedicated key or “My Own Key”

d) Assigning the SOS application as a Active Stand-by by application at
shortcut one

STEP 1 STEP 2
Click on application menu and then

settings

STEP 3 STEP 4
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STEP 5

STEP 6

STEP 7

STEP 8
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STEP 9

STEP 10

on the short cut bar and highlighted.

At the completion of step 10 you will find the SOS applications “Red Cross” |

Now a click on the main toggle button can send out a SOS. If the phone has
inactive 2 clicks will be required, the first one for activating the phone.

con

been
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Broadcasting your SOS messages across !

On phantomeye.com go to SETUP > ADD/EDIT SUPERVISORS.

Enter the names, mobile phone numbers, e-mail, Twitter and other voice numbers of
the people you want to be notified in case you press a SOS button.

You may add as many people as you want. However, please be aware of the credits.
All methods except e-mail and Twitter will cost you credits.

Please checlgheck box number 6for e-mail and SMS. All e-mail messages will
also go via Twitter so you have an option to include IM addresses in Twitter as well.

The following screen shot shows how to use the notification system on
phantomeye.com

antomkEye

i lobal Satellite Tracking, Monitoring and Surveillance Service

[Home] Supervisors: Details and Alert Notifications
E—— Edit / Modify
Location Reports

Device Config
Maobile Phone No *
e
. { hoo.
nowworries@ya cor
Twitter (NEW) randhawp 9
Tools
Fleet View
:
ol m 3. Alert On Trip Start []
[ ]
Credits
- v
Log Out

1. Electronic Fence Violation ]

[ ]
7 veedmaer
[ Submit |

Supervisors List :

[emove J (cd]

Remowve '
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In the above screen shatheck box number 6 has been highlightedpon activation

of the SOS button on the cell phone, the phantomeye.com system will broadcast the
SOS with the location, time, user to Dad and My Friend. You may define as many
supervisors as you want.

The other alerts that can be used with the MySpot program are
1. Electronic Fence Violation— You can set an Electronic Fence on the webiste
for each of the phones listed in your account. An Electrinic fence can be set by
clicking on the DEVICE CONFIG section. If phantomEye.com finds that your
phone is outside a specified area or inside a no-go area it will raise and send
alert to all on your notification list.
2. System Alerts— low credits, system changes, alerts are specified as System
Alerts.
3. Alert on Trip Start — this is currently not available to MySpot users
4. Alert on NO GPS coverage- not available for MySpot users
5. Battery Alert — If your phone battery falls below 10% a low battery alert is
raised by phantomEye.com. The phone has to be actively communicating with
phantomeye.com in order to determine the battery strength
SOS Message Has to be checked for the SOS application to work
VAM Medium Alerts — not activated for MySpot SOS. In future versions
when a vehicle tracker is linked with a mobile phone this will be used to
indicate that a person has stepped out of the vehicle
8. Vam Low Alert — Location Message- Will be used in the next version of
MySpot. If this is checked any remote polled messages that are answered by
the phone will be broadcast.
9. Potential Hazard Warning — Only available for select organizations. When
enabled phantomEye.com combines critical new updates of weather, political
situation and delivers warning to user based on their location.

N

Using the Control Room

If you are using the application in an organization and have they MySpot SOS
application on several users phones, you may use the control room to follow all users
SOS alarms in real time. Any SOS triggered from a cell phone sets the user cont

box in the control room to set an audible siren alert and blink red.
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In the screen shot above Ranger 1 has pressed a SOS button. The box at the extreme
right gets a red background and a siren goes off allowing the control room staff to
take the required action. The SOS state can be cleared by clicking on the RED
blinking button at the bottom left of an active SOS box.

What does a SOS message look like:

A SOS message that is broadcast looks like this:
Attn Rod SOS Alert Ranger_1 240ct07,23:47Hrs Loc is 64 Meurants Lane,
Glenwood, NSW Australia

The above message is translated in synthetic voice and we then call the numbers in
your list simultaneously. Also e-mails, SMS and twitter messages are akntithin
split seconds of the message reaching our servers.

We provide street level coverage in 24 countries and suburb level in rest of the world

except Antartica ( you can use your wapoints there ). The details are on the
www.phantomeye.com website.
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Optimum Usage of GPS

GPS is a power hungry system and drains the phone battery very quickly. It is
advisable to switch on the GPS when required or use the phone with a car charger if
the GPS is required for longer duration.

The myspot application can be used in a manner that minimises the battery drain. The
following usage tips will ensure your phone has the best battery life and you are able
to use the application as a duress and location beacon.

Tips on using the application

1) The GPS system requires clear view of open sky to access the sateliiés. |
not work inside buildings, in narrow alleys between tall building or where
obstructed by tall metal and concrete structures or sometimes even under
heavy foliage. It is advisable to take a GPS position before entering such areas
as described above and then switch off the GPS.

2) If A-GPS signals are available then some phones that support A-GPS will be
able to work in the areas described above in (1)

3) If you are planning on working alone on a dangerous task that may result in
you getting incapacitated it is advisable to take a gps fix before you start the
Auto SOS function of the application.

4) If you are travelling in a foreign country you must ensure that your SIM is
GPRS roaming enabled. Also if you are not in a country on the street level
supported list you should change your country on the phantomeye.com
website under DEVICE CONFIG > CHANGE HOST COUNTRY.

Quick synopsis

A)open account on www.phantomeye.com
B) Install application on cell phone

C) Register application/phone on phantomeye
website
D) Setup Supervisor e-mail/SMS addresses o

phantomeye.com

E) After 10 days the trial is over and you will

need to purchase application to continue

F) Each usage of application requires credits
G) Credits can be bought from your website

account on phantomeye.com
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New Features in Version 2.0.0 (Release date 30 Mar
2008)

The following new improvements and features are included in the 2.0.0 release of the
MySpot SOS software.

a) Continuos Tracking upon SOS
In version 1.0.0 the clicking of the SOS button triggegd®lY ONE SOS message.
Often if the user had their GPS switched off it would result in no position message as

GPS data was not immediately available.

In version 2.0.0 we have changed that, thanks to feedback from a lot of users from
around the globe.

Triggering the SOS button will now start up the MySpot Tracking application that

will keep sending a SOS message at a default interval of 30 seconds until cancelled
by the user. Also, this enables the GPS/A GPS time to get a position fix, therefore i
makes it possible to eventually get a position fix, if it was not available abtbeofi

the first SOS.

The tracking interval is configurable and can be reset to a user defined time interva
underOption > Settings > Tracking Interval

b) Normal Continuos tracking mode

This mode enables the phone to be used as a tracking device. Once set , the phone
location is set at a specified interval without generating any alerts. Thenga

interval is set under SETTINGS > TRACKING INTERVAL

c) Warning Beeps on SOS

To prevent accidental SOS, pressing of the designated SOS button will now result in 5
quick beeps (approximate duration 5 second) before the SOS send process starts.

d) Backup and Redundant information channel

The first triggered SOS will also result in ONE SMS message to a ugeedi&MS
number. This SMS will bypass the phantomEye network. The SMS will contain a
message like — “SOS Message Lat: -33.67676 Long: 151.898809".

All features of version 1.0.0 remain.

Expected Usage

We expect the following usage of the application
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a) People travelling alone can keep updating their website account with their
latest location and movement history so that family and friends know the
whereabouts.

b) Sales and Medical staff who visit other people premises can take the latest
GPS Fix before entering a house.

c) People working alone on dangerous tasks can set up a SOS timer

d) This application can be used as “Proof Of Location” as the security system on
phantomEye.com can ensure that the location came from registered device.

e) Security companies who have patrol guards.

f) All other agencies and people who use a mobile phone as a means of
communication may benefit by upgrading to the GPS phones and provide their
personnel with a tracking system.

We listen

You will find things changing on your web account. We are adding new features all
the time. Sometimes we will move around things to get better sunlight or clean the
cobwebs and all are changes are driven by users like yourself, so feel free to give us
advice and criticism so that we can improve and provide a better service.

Help and Assistance

Please contat¢echsupport@geopresent.cangou need any help. Most help material
and FAQ is available on the phantomeye.com website.
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